ABDELKARIM MOUCHQUELITA
PROFILE

Motivated 21-year-old cybersecurity graduate from Morocco, specializing in
penetration testing, red teaming, and application security. Ranked top of class in
Bachelor's at Ynov Casablanca (2025) and Diploma at Cité des Métiers et des
Compétences (2024), with hands-on expertise identifying/exploiting vulnerabilities
across web, API, network, and Active Directory environments via 50+ bug bounties
(XSS on Tesla, RCE on RedBull asset, $15k+ earnings, Paysafe Hall of Fame).
Experienced in freelance pentesting, custom scripting (Python/Bash/PowerShell tools
like Nmap-Bomber), and HTB Pro Labs (DANTE, ZEPHYR, POO). Seeking first
professional role to apply offensive security skills and grow in a dynamic team.

PERSONAL INFOS EXPERIENCES PROFESSIONNELLES

, +212707975451 Bugcrowd & Intigritii & private clients

abdelkarimmouchquelita@gmail.com Self-Employed, Remote - 08.2023 / Présent

ICHOUMAY, N42 NADOR
21 ans

Moroccan

ACHIEVEMENTS

Top Hacker At Paysafe
programs n BugCrowd

Competitions:

top 2 in qualifications of DGSN ctf,

top 4 in AUSIM ctf

SKILL HIGHLIGHTS

Penetration Testing
Problem Solving
Virtualization
Linux

PHP

INTERETS

Researching

Video Games

Tech content writing

LANGUAGES

Arabe
Mother tongue
English

B2

French
B1

- Collaborated independently with Bugcrowd and Intigriti to secure 50+
platforms by identifying and reporting critical vulnerabilities.

- Earned $15,000+ in bounties and Paysafe Hall of Fame recognition
for impactful findings, including reflected XSS on Tesla and an RCE
chain on RedBull.

- Conducted targeted assessments with RedBull on Intigriti; invited to
Yahoo and HackerOne Live Hacking Events (Morocco).

- Delivered actionable PoCs, CVSS-scored reports, and remediation
guidance, using OWASP Top 10 testing and Python/Bash automation
for secure implementations.

- Skilled with tools and technologies including Burp Suite, Nmap,
Metasploit, Subfinder, Nuclei, ffuf, SQLmap, Hydra, Git, Docker, Linux,
and automation with Python and Bash.

CERTIFICATIONS

Junior Penetration Testing (eJPTv2)
INE Security - 12.2023 / 12.2026

Certified Red Team Analyst (CRTA)
CyberWarFare - 06.2025 / 07.2030

ProLabs (DANTE, ZEPHYR, POO)
HackTheBox - 07.2025 / 07.2030

Certified AppSec Pentester (CAPen)
SECOPS - 11.2024 / 11.2030

ERUCATION,

Bachelor CyberSecurity
Ynov Campus, Casablanca, Morocco - 10.2024 / 10.2025
Graduated; GPA: 15/20

Entrepreneurship Program (PIE)
Cités des Métiers et des Compétences, Nador, Morocco - 09.2023 / 09.2024

Initiated a project to identify student problems (video: vimeo.com/790878409) and
developed a pickup system using student IDs to solve cafeteria space issues (video:
vimeo.com/790890471). Final Program Project (Team Manager): Led a team to secure
sponsors, paint walls at a child protection institution, organize activities, and host a
closing event (video: vimeo.com/829889262).

Diploma of Specialized Technician in Computer Systems and
Networks

Cité des Métiers et des Compétences, Nador, Morocco - 09.2022 / 06.2024
Graduated; GP: 16/20
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